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Introduction

The Nucleo boards produced by ST Microelectronics are wonderfully powerful and cheap. Itis fantastic
that ST doesn’t treat developers as just another revenue stream. On a whim | bought a Nucleo-F767ZI,
which has a built-in ethernet connector (not Wifi). | found that setting up LwlIP was a fairly involved
process, thus | made these notes. | am assuming the reader, like myself, is new to these environments
and will find these useful. To avoid complexities, | have not made use of RTOS.

CubeMX

Fortunately CubeMX has improved a great deal since it was firstintroduced. Itis used here to configure
the peripherals and LwlIP. The first step is to select the board from the list.

ST - i
MCU Selector | Board Selector
Poxd F“; | ¢ NucLEO-F7ETZI
STMicroelectronics NUCLEO-F767Z1 Board Support and Examples
Part Number Search A
UnitPrice (USS): 23.0
Q Active
Product is in mass production
Mounted device: STM32F767ZITx _
Vendor
The STM32 Nucleo-144 boards provide an affordable and flexible way for users
Check/Uncheck All E . totry out new concepts and build prototypes by choosing from the various
7] STMicroslectronics i # combinations of performance and power consumption features, provided by the
' 2 | STM32 microcontroller. For the compatible boards, the SMPS significantly
ee—— reduces power consumption in Run mode
Tinl A The ST Zio connector, which extends the Arduino™ Uno V3 connectivity, and
e > . the ST morpho headers provide an easy means of expanding the functionality
Checktincheck Al : :;Ezsl\lucleo open development platform with a wide choice of specialized
[] Discovery .| The STM32 Nucleo-144 board does not require any separate probe as it
[] Evaluation Board . integrates the ST-LINK/V2-1 debugger/programmer.
e .. The STM32 Nucleo-144 board comes with the STM32 comprehensive free
MeES ‘| software libraries and examples available with the STM32Cube MCU Package.
MCU Series @ [ Features " Large Picture " Datasheet ‘[ Docs &Resources l[ Buy H Start Project ‘
Check/Uncheck All
[F]sTM32F2 Boards List: 3items
[[] sTM32F3 =
[ sz Overview PartNo Type Marketing Status  Unit Price (US$) Mounted Device
AN g l l I IUCLEO-F7222E Nudeo144 ctive 1.0 BTM32F7222ETx
] sTM32H7 ‘ =
[] sTM32L4
] sTM3AL4+ rs
Advanced Choice
Price From 19.0 to 23.0
g
1.0 2.0
Osdilator Freq. =0 (MHz)

CubeMX will ask if all peripherals should be initialised to their default mode. For the Nucleo boards,
I’'m not sure this makes much difference as there are not very many peripherals. | selected “yes”.

© Board Project

==

Options: NUCLEO-F767Z1

\0\ Initializ

e all peripherals with their default Mode ?
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As shown below, enable LWIP, which is listed under “MiddleWares”. Check that the ethernet “Eth” is
enabled.

=)
!
@ RA00Xx

File Project Pi:out Window Help
BoRUR €63

* [7]Keep Current Signals Placement & (] | - @ 4+ | Find |
Pinout | Clock Configuration | Configuration | Power Consumption Calculator
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Mode |RMII

i [T] Activate Rx Err signal
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@ FMC
% HDMI_CEC

usER_en (81
ROC_0SCI2IN
ROC_0SC32_0UT

MO0 (STMI2F102C8TS._PAS)
ROC_OSC_OUT

RMI1_MOC (LANST424-CZ- TR _MOC]

|_REF_CLX [LANST42A-(Z-TR_REFCLD]

LTI T FETTETFE

RMI_MDIO [LANST424-CZ-TR_MDIO] [0

STM32F767ZITx
LQFP144

B

* HREQEEE

CEEEPEEEFFEFE

USS_OerCurrent [STMPS21SISTR FAL
USB_Power SMichOn (STHPS2151STR

STLX_TX (STMI2F103CHTE_PA2)
STIX_RX [STMIZF103CHT6_PAZ]

103 (Reg]

S RMI1_TXD1 (LANET424-CZ-TR_TXD1]

i & 12C1

The Nucleo boards contains LEDs that the user can turn on and off. These are used in this example.
Note that ST failed here because different Nucleo boards use different names for the same LEDs. So
much for code portability. This is a good time to note the names used by your board: here they are
“LD2” and “LD3".
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[LANS742A-CZ-TR_T*D0]

RMII_TX_EN [LANS742A-CZ-TR_TXEN]

LD2 [Blue]
RMII_TXDO

SWO

Ly

H s HERRE

PG11

PE2
PE3
PE4
PES
PE6
VBAT
USER_Btn [B1] [Hehk]
RCC_OSC32_IN  [HesCi
RCC_OSC32_0UT |gessp
PFO
PF1

(137)-PB7: g

@ [LD2 [Blue]] GPIO_Output (no mode)
<Ctrl+Click> To Show Alternate(s)

USB_OverCurrent [STMPS2151STR_FAULT]
USB_PowerSwitchOn [STMPS2151STR_EN]

32F767ZITx
QFP144

STLK_TX [STM32F103CBT6_PA2]
STLK_RX [STM32F103CBT6_PA3]

LD3 [Red]

(75)-PB14: * XD 1]

@ [LD3 [Red]] GPIO_Output (no mode)
<Ctrl+Click> To Show Alternate(s)

The next step is to configure the various options for LwIP. These are accessed through the “LWIP”
button on the “Configuration” tab.
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At this point development is a whole lot easier if you hardwire the IP address of the board. That is,
disable DHCP (LWIP_DHCP). | plugged my board into the same switch as my development computer so
it was easy to reach. Pick an address that’s reachable but not already used by another device on your
network: you could ping the proposed address to make sure it’s free.

Also note that RTOS is disabled. A simple poling loop will be used instead.

-
@ LWIP Configuration

| oZswe | ofsnp | ofvonsmrre | o/ perfichecks | of statistcs | of Checksum | o/ Debug | o/ User Constants |
o General Settings ‘ o/ Key Options | o/ PP I o/ 1Pvé ] o/ HTTPD |

Configure the below parameters :

Search:| 1thF) ¢ &
(= LwIP Version
LwIP Version (Version of LwIP supported by CubeMX ** CubeMX specific... 2.0.3
[= IPv4 - DHCP Options
LWIP_DHCP (DHCP Module) Disabled
I [= IP Address Settings "
\ NETMASK_ADDRESS (Netmask Address) 255.255.255.000 |
GATEWAY_ADDRESS (Gateway Address) 192.168.000.002
[= RTOS Dependency
WITH_RTOS (Use FREERTOS ** CubeMX specific **) Disabled
[= Protocols Options
LWIP_ICMP (ICMP Module Activation) Enabled
LWIP_IGMP (IGMP Module) Disabled
LWIP_DNS (DNS Module) Disabled
LWIP_UDP (UDP Module) Enabled
MEMP_NUM_UDP_PCB (Number of UDP Connections) 4
LWIP_TCP (TCP Module) Enabled
MEMP_NUM_TCP_PCB (Number of TCP Connections) 5
IP_ADDRESS (IP Address)
IP_ADDRESS
Diagnostic:
Dependency: If DHCP is disabled, the IP address is mandatory.

Caon ) [0k ) (oo )

Most of the settings were left at their defaults. However, to enable the webserver, the following
options were enabled: LWIP_HTTPD, LWIP_HTTPD_CGI and LWIP_HTTPD_SSI. Because the Nucleo
board has bucket loads of memory, the maximum tag length (LWIP_HTTPD_MAX_TAG_NAME_LEN)
was increased from 8 to 16 characters.

| found out that it is important to set these options before importing the project into Eclipse. |
encountered bizarre behaviour when | used CubeMX to enable an option after the project had been
imported.
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Note that | didn’t bother with “HTTP CGlI NEW STYLE” as | could not find much in the way of
documentation or examples.

r @ LWIP Configuration g‘
[ ofsnp | of/monsgEre | ofPerfichecks | o/ statistcs | o/ cChecksum | o/Debug | of UserConstants |
/) General Settings | «// Key Options | e | e | SHTO o) SNVP
Configure the below parameters :
Search : 1o o Show Advanced Parameters
=] HTTPD Options -
1
LWIP_HTTPD_CGI (HTTP CGI Old Style) Enabled
LWIP_HTTPD_CGI_SSI (HTTP CGI New Style) Disabled
LWIP_HTTPD_SSI (HTTP Server Side Includes) Enabled a
LWIP_HTTPD_SSI_RAW (HTTP SSI Tag Handler Callback) Disabled
LWIP_HTTPD_SUPPORT_POST (HTTP POST) Disabled \
LWIP_HTTPD_MAX_CGI_PARAMETERS (Max Sent Parameters Number for CGI) 16
LWIP_HTTPD_SSI_MULTIPART (Server-Side-Includes Multipart) Disabled
LWIP_HTTPD_MAX_TAG_NAME_LEN (Max Tag Name String Length) 16 =
LWIP_HTTPD_MAX_TAG_INSERT_LEN (Max Tag Inserted String Length) 192
LWIP_HTTPD_POST_MANUAL_WND (HTTP POST Manual WND) Disabled
HTTPD_SERVER _AGENT (HTTP Server) wIP/2.0.0 (http: //savannah.nongnu.org/projects/wip)”
LWIP_HTTPD_DYNAMIC_HEADERS (HTTP Dynamic Headers Creation) Disabled
HTTPD_USE_MEM_POOL (HTTP Use Memory Pool) Disabled
HTTPD_SERVER_PORT (HTTP Server Port) 80
HTTPD_MAX_RETRIES (HTTP Max Retries) 4
HTTPD_POLL_INTERVAL (HTTP Pool delay) 4 L
HTTPD_TCP_PRIO (HTTP TCP Priority) 1
LWIP_HTTPD_TIMING (HTTP Timing) Disabled
LWIP_HTTPD_SUPPORT_EXTSTATUS (Error Pages Display) Disabled
LWIP_HTTPD_SUPPORT_V0S (Drop HTTP 0.9 Support) Enabled
LWIP_HTTPD_SUPPORT_11_KEEPALIVE (HTTP 1.1 Persistent Connections) Disabled
LWIP_HTTPD_SUPPORT_REQUESTLIST (HTTP Request from Multiple Packets) ~ Enabled
LWIP_HTTPD_REQ_QUEUELEN (Number of Incoming Rx Pbufs) 5
LWIP_HTTPD_REQ_BUFSIZE (Number of TCP Payload in Pbufs) 1023
LWIP_HTTPD_MAX_REQ_LENGTH (Max Number of HTTP Request) 1023 =
LWIP_HTTPD (LwIP HTTPD Support ** CubeMX specific **) ~
WPHTTPD E
Parameter Description:
Warning: This parameter introduced by CubeMX is not part of LwIP stack. Enable HTTPD requires user specific code not yet generated by STM32Cube MX. This is
reserved for advanced users.
Note: All other HTTPD options are visible as "Advanced Parameters® and only when LWIP_HTTPD is enabled. -
Con ) (o) (o]

Under “Advanced Settings”, it is possible to disable initialisation of the peripherals. Here, | disabled
the UART and USB initialisation as they are not needed for this example.

Page 5 of 17



-
@ Project Settings g
Projectl Code Generator | Advanced Settings | | &
Driver Selector
Search : l Search (Crtl+F) ‘ ¢ & 2
USART HAL
LWIP HAL
W RCC HAL
USB_OTG_FS HAL
CORTEX_M7 HAL =
GPIO HAL
Generated Function Calls
Rank Function Name 1P Instance Name Not Generate Function Call Visibility (Static) I
1 MX_GPIO_Init P10 W F
2 SystemClock_Config ~ [RCC ] [V]
3 IMX_CORTEX_M7_Init |CORTEX_M7 0 W
3 IMX_USART3_UART_Init |USART3 [ ]
5 MX_USB_OTG_FS_PC... USB_OTG_FS
3 IMX_LWIP_Init ]

Export the project using the toolchain “SW4STM32” (System Workbench for STM32). | think you want
“Generate Under Root” enabled.

r
©® Project Settings g

Project | Code Generator | Advanced Settings| =

Project Settings
Project Name
[myserver 1 ‘

Project Location
[C:VJsers‘ameras\Domments\sTMH Stuff ‘

Toolchain Folder Location
[C:\LJsers\;:ameras\Documems\STMSZ StuffimyServer1\ ‘

Toolchain / IDE
[SW4STM32 v } Generate Under Root
Linker Settings =

Minimum Heap Size i:OXZOO
Minimum Stack Size 0x400

Mcu and Firmware Package

Mcu Reference
STM32F7672ITx |

Firmware Package Name and Version
STM32Cube FW_F7V1.9.0 |

Use Default Firmware Location
‘C:/Users/cameras/STM32Cube/Repository/STM32Cube_FW_F7_V 1.9.0 Browse

laia (memet)

The following dialogue box is presented. | just selected “Close”.

@ Code Generation ﬂ

@ The Code is successfully generated under C:/Users/cameras/Documents/STM32 Stuff/myServerl

Open Folder] |0pen Project§| [ Close
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ST-Link

It is a good idea to confirm that the ST-Link debugger has the latest firmware on it. Use the ST-Link
utility to do this. This also ensures that the required device drivers have been installed.
(8, sTM32 ST-UINK Utility (=B [z

File Edit View Target ST-LINK External Loader Help

— T D —
Hd &2 3 @
Memory display Device STM32F76x
Device ID 0x451

Address: 0x08000000 w Size: OxOFF0 Data Width: 32bits =
RevisionID  RevZ
Flash size 2MBytes
Device Memory @ 0x08000000 : [ Binary Filel [ LiveUpdate
Target memory, Address range: [0x08000000 0x08000FFQ]

Address 0 4 s c AscH B
0x08000000 20080000 080097F1 08009841 08009841 sea =S ATL AT B
0x08000010 08009841 08009841 08009841 00000000 ATATE AT
0x08000020 00000000 00000000 00000000 08009841  |............ AT
0x08000030 08009841 00000000 08009841 08009793 A e AT T—.
0x08000040 08009841 08009841 08009841 08009841 AT ATCIAT AN
0x08000050 08009841 08009841 08009841 08009841 AT TR TR AT i
< | m | >

21:53:03 : ST-LINK SN : 0672FF525750877267072032
21:53:03 : ST-LINK Firmware version : V2J29M18

: Connected via SWD.

: SWD Frequency = 4,0 MHz.

: Connection mode : Normal.

:03 : Debug in Low Power mode enabled.
21:53:03 : Device ID:0x451

21:53:03 : Device flash Size : 2MBytes

21:53:03 : Device family :STM32F76x

bebug in Low Power mode enabled. bevice ID:0x451 Core State : Live Update Disabled

Importing into Eclipse

Importing into Eclipse requires a couple of steps but works well. Import through the dropdown menu
file:import as “Existing Projects into Workspace”.

r Al
£ Import LM

Select
4
Create new projects from an archive file or directory. H
Select an import wizard:
jtype filter text]
4 (= General -

I Archive File

= Existing Projects into Workspace
() File System

[T] Preferences

(-} Projects from Folder or Archive

m

> = C/C++
> & Git
(= Install

b = Maven
> (= Oomph

(= Remote Systems
> = RPM
> (& Run/Debug
.5 QUN

@ < Back Next > Finish

Browse to the folder holding the project. There should only be one project visible, and tell it to finish.
If the project imports properly, you should be able to few the various files.
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[ £ Import
Import Projects
Select a directory to search for existing Eclipse projects.
© Select root directory:  \Users\cameras\Documents\STM32 StuffimyServerl +
() Select archive file:
Projects:
[¥] myServerl (C:\Users\cameras\Documents\STM32 Stuff\myServerl) Select All
Refresh
Options
[] Search for nested projects
[] Copy projects into workspace
[ Hide projects that already exist in the workspace
Working sets
[T Add project to working sets
Select
':?;‘ Next > Finish ] [ Cancel 1
A

Missing bits

If you try to build the project it will fail miserably as shown in the following figure. The problem is that
there is a very important file missing: fsdata.c. This is the file that holds the content of your website
and is needed by HTTPD.

o G4 T Console
@ Problems 3 s

3 errors, 4 warnings, 0 others
Description

4 @ Errors (3 items)
@ fatal error: fsdata.c: No such file or directory
@ make: *** [Middlewares/Third_Party/LwIP/src/apps/httpd/fs.o] Error 1
@ recipe for target 'Middlewares/Third_Party/LwIP/src/apps/httpd/fs.o’ failed
4 (& Warnings (4 items)
5, 'MX_USART3_UART_Init' defined but not used [-Wunused-function]
'MX_USB_OTG_FS_PCD_Init' defined but not used [-Wunused-function]
Unused static function 'MX_USART3_UART _Init'
Unused static function 'MX_USB_OTG_FS_PCD_Init'

To quickly try out the HTTP server, you can make use of an existing fsdata.c that is included as an
example with CubeMX. You may need to search your drive for it although one is located at:

...\STM32Cube\Repository\STM32Cube FW_F7_V1.9.0\Middlewares\Third_Party\LwIP\src\apps\htt
pd

Annoyingly LwlIP has hard coded the path so you will need to copy fsdata.c to the following folder:
...\myServerl1\Middlewares\Third_Party\LwIP\src\apps\httpd
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Note that although fsdata.c appears to be a C source file, it must not be compiled because truly bizarre
error messages will result. Select fsdata.cin the project explorer and exclude it from the build as shown
in the following two figures.

B R e Al o i
File Edit Source Refactor Navigate Search Project Run Window Help
(N S R - BIN G B S @i O R I®O iy WE @IS Oy Quick Access || g% | (B 4
By ProjectExplorer 3| B & | & T = 8 [@ mainc % =8 Eox @8 T =&
4 (5 myServerl 3@ * @file : main.cf] A8 PEREEVS 0%
b @) Includes 48 /* Includes =----===- - ee =7 F
. R 04
» B Drivers 49 #include "main.h =
. 50 #include "stm32f7xx_hal.h" o mainh
b @ Inc 51 #include "lwip.h” T S
4 {2 Middlewares 52 & 3 e
4 3= Third_Party 53 /* USER CODE BEGIN Includes */ o lwip.h
pPy sa @ huart3: UART_HandleType
55 /* USER CODE END Includes */ ® hpcd_USB_OTG_FS: PCD_t
4 2 src AR
> G api 28l o : - £+ SystemClock_Config(void)
i :g S S S S o S O R RS SR OF Yot ow s A R B SO / 45 MX_GPIO_Init(void) : void
g .
4 & httpd 59 UART_HandleTypeDef huart3; + . MX_USART3_UART_Init(vo
b fec 0 £45 MX_USB_OTG_FS_PCD_Init
> ‘@f = 61 PCD_HandleTypeDef hpcd_USB_OTG_FS; ® main(void) : int
> [ fsd N » ) i SystemCIock_Config(\./oid)
T | P P P P x/ 4® 7 MX_USART3_UART Init(vo
> @ ht Open rd $ MX_USB_OTG_FS_PCD_Init
b (= matt Open With » © 3 MX_GPIO_Init(void) : void
> (= core @ _Error_Handler(char*, int) :
b @ include | B Copy Ctrl+C E? ----------------------------------------------- o1 A& assert failed(uint8_t", uint:
b (= netif Paste cutv B
b (= system ¥ Delete Delete  nit(void);
4 §8sic Remove from Context Ctrl+Alt+Shift+Down ~ P-Init(void);
b % Ietlt\emetif.c Source 5
3 wip.c TGS I ET SN SN s Sl L VA SN SN */
b k€ main.c N
b [ stm32f7xc_hal_msp.c Rename... F2
b 8 stm32fTocit.c L
= D
b [8 system_stm32fcc | =2 npott » < n »
b (2 startup i Bport..
b @ Debug Refresh 5 Properties [} Debugger Console Search ® v=08
resl
b % myServerl.ioc
[X] NUCLEO-F767Z1.xml Index »
[3 STM32F767ZITx FLASH.I Resource Configurations » { Exclude from Build...
Build Selected File(s) __[Exclude from Build
Clean Selected File(s) d_Party/LwlP/src/apps/httpd/fs.o’ failed
Validate =
B ut not used [-Wunused-function]
Profiling Tools * Ld but not used [-Wunused-function]
%‘* Run C/C++ Code Analysis T3_UART Init'
Team » DTG_FS_PCD_Init'
Compare With »
Replace With »
Properties AtsEnter b D
L€ /myServerl/Middlewares/Third_Party/LwIP/src/apps/httpd/fsdata.c i | =/

(O

Exclude object(s) from build in the following configurations

.
S Exclude from build

Release

[ selectAll | [ Deselectan |

OK

J |

Cancel ]
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Ping

At this point the code should build but it won’t work properly. The function call MX_LWIP_Process()
needs to be added to the while loop in main.

/* Infinite loop */
/* USER CODE BEGIN WHILE */
while (1)

{

//Read a received packet from the Ethernet buffers and Send it to the 1wIP stack for
handling

MX_LWIP_Process();
/* USER CODE END WHILE */
/* USER CODE BEGIN 3 */

}
/* USER CODE END 3 */

The code should be able to build. Then you should be able to ping your board as shown in the following
figure.

F 2|
C:\Windows\system32\cmd.exe |C’_@.Ji‘]

Microsoft Windows [Uersion 6.1.76011]
Copyright {(c> 2089 Microsoft Corporation. All rights reserved.

C:\Users\cameras>ping 192.168.08.55

Pinging 192.168.0.55 with 32 bhytes of data:

Reply from 192.168.08.55: hytes=32 time=1ms TTL=255
Reply from 192.168.08.55: hytes=32 time<{ims TTL=255
Reply from 192.168.0.55: hytes=32 time<ims TTL=255
Reply from 192.168.0.55: hytes=32 time<ims TTL=255

Ping statistics for 192.168.08.55:

Packets: Sent = 4, Received = 4. Lost = @ (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 1ms, Average = Bms

C:\Users\cameras>

A A

Viewing a webpage

The next step is to start the webserver by adding httpd_init() to main. Be sure to add the corresponding
include statement for httpd.h.

/* USER CODE BEGIN Includes */
#include "lwip/apps/httpd.h"

/* Initialize all configured peripherals */
MX_GPIO_Init();
MX_LWIP_Init();

/* USER CODE BEGIN 2 */
//start the web server
httpd_initQ);
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/* USER CODE END 2 */

When the code is running on the Nucleo board, you should be able to access a webpage by typing
http://192.168.0.55 into a web browser. At this point you should be able to view the webpage in a
browser.

f EE

e @ hitp://192168055/ 0O ~ & || @ iwlP - A Lightweight TCP/L..

9% @ Remote Access Gateway

SIES IwWIP - A Lightweight TCP/IP Stack

The web page you are watching was served by a simple web server running
on top of the lightweight TCP/IP stack [wIP.

IwIP is an open source implementation of the TCP/IP protocol suite that was
originally written by Adam Dunkels of the Swedish Institute of Computer
Science but now is being actively developed by a team of developers
distributed world-wide. Since it's release. IwIP has spurred a lot of interest
and has been ported to several platforms and operating systems. IwIP can be
used either with or without an underlying OS.

The focus of the IwIP TCP/IP implementation is to reduce the RAM usage
while still having a full scale TCP. This makes IwIP suitable for use in
embedded systems with tens of kilobytes of free RAM and room for around
40 kilobytes of code ROM.

More information about IwIP can be found at the IwIP homepage at
http://savannah nongnu.org/projects/Iwip/ or at the IwIP wiki at
http://lwip.wikia com/.

Making a Webpage

You will need to make your own webpage. Because the microcontroller doesn’t (usually) have a file
system, the webpages are converted to a single file fsdata.c that is included at compile time. To do this
use the command line utility htmlgen.exe in the DOS command line or makefsdata in unix. Rather
annoyingly a binary for DOS of this utility is not included with LWIP but there is one on the web
...somewhere.

For example, if the html files are contained in the folder "leds", the command is htmlgen leds -
f:fsdata.c. The folder should contain an index.html file and a 404.html file at a minimum. The 404.html
file is helpful if you make a mistake and tell the server to load a non-existent webpage. Otherwise, it
would just sit there like a bump and you won’t know what is wrong.

Note that you should do a clean rebuild after changing fsdata.c.

Simple CGIl handler

Implementing a CGI handler isn’t too difficult. Start with a simple web page that has two checkboxes
onit. The web page used here is really short.

<!DOCTYPE html>
<html><head><title>LED Test</title>

<p>This allows you to control the LEDs: LED1 and LEDZ2. You have to click on "Send" button
to change the LEDs</p>
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<form method="get" action="/leds.cgi">

<input value="1" name="1led" type="checkbox">LED1<br>
<input value="2" name="led" type="checkbox">LED2<br>
<br>

<input value="Send" type="submit"> </form>

</html>

The idea behind this webpage is it allows the user to turn on the LEDs on the Nucleo board. So you will
need to enable these LEDs with code similar to the following

/* USER CODE BEGIN PV */
/* Private variables ----------—-—- */
static GPIO_InitTypeDef GPIO_InitStruct;

/* USER CODE BEGIN 2 */

//setup the blue LED

//note that different Nucleo boards use different names for the same LEDs
GPIO_InitStruct.Pin = LD2_Pin;

GPIO_InitStruct.Mode = GPIO_MODE_OUTPUT_PP;

GPIO_InitStruct.Pull = GPIO_PULLUP;

GPIO_InitStruct.Speed = GPIO_SPEED_FAST;

HAL_GPIO_Init(LD2_GPIO_Port, &GPIO_InitStruct);

//setup the red LED

GPIO_InitStruct.Pin = LD3_Pin;
GPIO_InitStruct.Mode = GPIO_MODE_OUTPUT_PP;
GPIO_InitStruct.Pull = GPIO_PULLUP;
GPIO_InitStruct.Speed = GPIO_SPEED_FAST;
HAL_GPIO_Init(LD3_GPIO_Port, &GPIO_InitStruct);

The CGI handler for turning on the LEDs is the following. The function header is defined in httpd.h as
type tCGlHandler.

/* USER CODE BEGIN @ */

/*¥*¥*¥* CGL handler for controlling the LEDs ****/
// the function pointer for a CGI script handler is defined in httpd.h as tCGIHandler
const char * LedCGIhandler(int iIndex, int iNumParams, char *pcParam[], char *pcValue[])

{
uint32_t i=0;

// index of the CGI within the theCGItable array passed to http_set_cgi_handlers
// Given how this example is structured, this may be a redundant check.
// Here there is only one handler iIndex ==
if (iIndex == 0)
{
// turn off the LEDs
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HAL_GPIO_WritePin(LD3_GPIO_Port, LD2_Pin, GPIO_PIN_RESET);
HAL_GPIO_WritePin(LD3_GPIO_Port, LD3_Pin, GPIO_PIN_RESET);

// Check the cgi parameters, e.g., GET /leds.cgi?led=1&led=2
for (i=0; i<iNumParams; i++)
{
//if pcParmeter contains "led", then one of the LED check boxes has been set on
if (strcmp(pcParam[i], "led") == 0)
{
//see if checkbox for LED 1 has been set
if(strcmp(pcValue[i], "1") == @)
{
// switch led 1 ON if 1
HAL_GPIO_WritePin(LD3_GPIO_Port, LD2_Pin, GPIO_PIN_SET);
ks

//see if checkbox for LED 2 has been set
else if(strcmp(pcValue[i], "2") == @)
{
// switch led 2 ON if 2
HAL_GPIO_WritePin(LD3_GPIO_Port, LD3_Pin, GPIO_PIN_SET);
ks
Y //7if
} //for
Y //7if

//uniform resource identifier to send after CGI call, i.e., path and filename of the
response

return "/index.html";
} //LedCGIhandler

We need to tell the HTTPD code to use this handler. To do this, the LedCGlhandler is added to a list.
First a structure is created that shows that leds.cgi corresponds to the LedCGlhandler.

/* USER CODE BEGIN PV */

/* Private variables -----—----- - */

// prototype CGI handler for the LED control

const char * LedCGIhandler(int iIndex, int iNumParams, char *pcParam[], char *pcValue[]);

// this structure contains the name of the LED CGI and corresponding handler for the LEDs
const tCGI LedCGI={"/leds.cgi", LedCGIhandler};

//table of the CGI names and handlers
tCGI theCGItable[1];

Also add the following function to /* USER CODE BEGIN 0 */
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// Initialize the CGI handlers
void myCGIinit(void)

{

//add LED control CGI to the table
theCGItable[@] = Led(CGI;

//give the table to the HTTP server
http_set_cgi_handlers(theCGItable, 1);
} //myCGIinit

Then in the main code, call myCGlinit.

//start the web server
httpd_initQ);

//initialise the CGI handlers
myCGIinit();

The code should compile and run. With some luck the you will be able to set the LEDs from the
webpage.

7% \@ Remote Access Gateway

This allows you to control the LEDs: LED1 and LED2. You have to click on "Send" button to change the LEDs

OLEDI
CJLED2

Server side includes (SSI)

Server side includes let the microcontroller generate text that is displayed on the webpage. For
example, this could be used to display the output of an analogue-to-digital converter. To do this, tags
located in the HTML code are replaced by text when the webpage is served to the client. Note that the
SS| function is called each time the HTTPD server detects a tag of the form <!--#name-->in a .shtml, .ssi
or .shtm file. It won't work if the file has a .html extension. Start by adding a couple of lines to the
previous webpage as shown below. Note that the filename must be index.shtml, and you will need to
adjust this file name in the LedCGlhandler function. Use the command line utility to convert this to
fsdata.c

<!DOCTYPE html>
<html><head><title>LED Test</title>

<body>

<p>This allows you to control the LEDs: LED1 and LED2. You have to click on "Send" button
to change the LEDs</p>

<form method="get" action="/leds.cgi">
<input value="1" name="led" type="checkbox">LED1l<br>
<input value="2" name="1led" type="checkbox">LED2<br>

<br>
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<p>text for tagl: <!--#tagl--></p>
<p>text for tag2: <!--#tag2--></p>

<input value="Send" type="submit"> </form>
</body></html>

The HTTPD functions need a list of the tags contained in the HTML code.

//array of tags for the SSI handler

//these are the tags <!--#tagl--> contained in the shtml file
#define numSSItags 2

char const *theSSItags[numSSItags] = {"tagl","tag2"};

The handler function is relatively easy to write. The ilndex tells you which tag in the array to take care
of. Place the text to be displayed into pclnsert and return the number of characters inserted.

/¥*¥¥*% SCT handler ****/
// This function is called each time the HTTPD server detects a tag of the form
// <!--#iname--> in a .shtml, .ssi or .shtm file
// It won't work if the file has a .html extension.
ule_t mySSIHandler(int ilndex, char *pcInsert, int ilnsertLen)
{
// see which tag in the array theSSItags to handle
if (iIndex == @) //is “tagl”
{
char myStrl[] = "Hello from Tag #1!"; //string to be displayed on web page

//copy the string to be displayed to pclnsert
strcpy(pcInsert, myStrl);

//return number of characters that need to be inserted in html
return strlen(myStrl);

}

else if (iIndex == 1) //is “tag2”

{
char myStr2[] = "Hello from Tag #2!"; //string to be displayed on web page

//copy string to be displayed
strcpy(pcInsert, myStr2);

//return number of characters that need to be inserted in html
return strlen(myStr2);

}

return 0;
} //mySSIHandler
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Call the following function from main to initialise the SSI handler.

/*¥*¥*¥* Tnitialize SSI handlers ****/

void mySSIinit(void)

{
//configure SSI handler function
//theSSItags is an array of SSI tag strings to search for in SSI-enabled files
http_set_ssi_handler(mySSIHandler, (char const **)theSSItags, numSSItags);

} //mySSIinit

/* USER CODE END @ */

Then you should be able to compile and run the code. With some luck the text will be displayed on the
webpage as shown below.

7

@ L;% http: i9£L68.0.55 leds.cgiZled=1 0O~ & (& LED Test

[c:‘[jl..z&.d‘

5. \@ Remote Access Gateway

This allows you to control the LEDs: LED1 and LED2. You have to click on "Send" button to change the LEDs

MLEDI1
LILED2

text for tagl: Hello from Tag #1!

text for tag2: Hello from Tag #2!

Ao

Sending email

The LWIP code does not include an email client. However, there is an SMTP client available as a
separate download. See contrib at download.savannah.nongnu.org/releases/lwip/. There are two files
smtp.c and smtp.h. Place these in the Src and Inc folders in your project, respectively.

Using the email routines is really easy. Simply set up the server address and authentication. Then
sending an email is a single function call.

//this function is called when SMTP wants to tell us something
void mySMTPresult(void *arg, u8_t smtp_result, ul6_t srv_err, err_t err)

{

printf("mail (%p) sent with results: Ox%02x, 0x%04x, Ox%@8x\n", arg, smtp_result, srv_err,
err);

} //mySMTPresult

/¥*¥*¥* send an email using SMTP ****/
static void sendAnEmail(void)
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{

#define emailFrom "yourEmail@yourISP.ca"
#define emailTo "drickey@®cancercare.mb.ca"
#define emailSubject "annoying"

#define emailMessage "this is an annoying message"

int * some_argument = 0;

//IP address or DNS name for your SMTP connection
//smtp_set_server_addr("mail.yourISP.ca"); //if using DNS
smtp_set_server_addr("xxx.xxx.128.128"); //1if using IP address

// set both username and password as NULL if no authentication needed
smtp_set_auth("yourUserID", "yourPassowrd");

smtp_send_mail(emailFrom, textTo, emailSubject, emailMessage, mySMTPresult,
some_argument);

} //sendAnEmail

| believe the password is sent unencrypted, so be careful with your selection of email host. You can
use this to send a text message to a cell phone via email. This could be used to let you know that your
garage door is open or for annoying your friends.

Problems

1) If you encounter bizarre behaviour where a #define seems to change values, i.e., is “1” in one
location and “0” in another, then try exporting the project from CubeMX under a new name. This will
require you to reimport it into Eclipse and add the example code to main.c.

2) When using server side includes, the file must have a .shtml extension otherwise the tags won’t
work.

3) Be sure to include a 404.html file in case you screw up and ask the server to show a non-existent
webpage.

4) If the webpage displays but is really slow, try rebooting the whole works (computer and
microcontroller).

5) Make sure fsdata.c is in the correct folder but is excluded from the build. Trying to compile fsdata.c
will generate very odd errors.

6) Always do a clean rebuild after changing fsdata.c.

--end --
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